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1. Leap peanu3zanum nporpaMmmbl

Hacrosimas nononHutensHas npodeccroHalbHas nporpamma noBbilieHHUs KBandukanuu «OCHOBBI
ceTeBbIX TexHonoruid. Yacts 1 (v.1.2)» mpenHasHaueHa A JIUL, UMEIOLIUX CpeiHee MPOo(pecCHOHATBHOE U
(wm) BeICIIEe OOpa3oBaHue, JHOO JIHI], TMOITYYAIOIUX CpelHee MpoQecCHOHAIbHOEe W (WJIM) BBHICIICE
oOpa3oBaHHe.

CogepxaHue pOrpaMMbl HaIlpaBJIEHO Ha IEPBOHAYAJIBLHOE 3HAKOMCTBO C OCHOBaMHU pabOThI
KOMIIBIOTEPHBIX CETeH U U3ydeHre 0a30BbIX MOHATUN U TEPMUHOB, UCTIOJIb3YEMBIX B Kypce.

[Iporpamma pa3zpabotana B coorBeTcTBUU ¢ P3-No273 «OO6 obpazoBanuu B PD» ot 29.12.2012r.,
npukazoM Munoopuayku Poccun ot 01.07.2013 N 499 (pen. ot 15.11.2013) ”O6 yrBepxkaenuu [lopsinka
OpraHM3allK U OCYLIECTBIICHUS 00pa30BaTENIbHON 1€ATEIbHOCTH 1O JOTOJIHUTEIbHBIM PO(ECCHOHATBHBIM
nporpammam”’, npukazoM Muntpyzaa Poccuu ot 13.10.2014 N 7161 ”O06 yTBepxaeHUH TPOPEeCcCHOHATBHOTO
cTannapra “MeHemkep 1Mo MHPOPMALMOHHBIM TexHosorusaM™ (3apeructpupoBaHo B Muniocte Poccun
14.11.2014 N 34714), npukazom Muntpyna Poccun ot 18.11.2014 N 896 “O0 yTBepKaeHUU
npodeccuoHanbHoro crangapra ~CoenuanucT 1o HMH(QOPMAMOHHBIM cucTeMaM’(3aperucTpupoBaHO B
Muntocte Poccun 24.12.2014 N 35361), npukazom Muntpyna Poccun ot 31.10.2014 N 866H (pen. ot
12.12.2016) ”06 YTBEPKJICHUHU po¢eCCHOHATBHOTO CTaHaapTa “HUnxenep CBSI3U
(TenexommyHukanui)“ (3apeructpupoano B Muntocte Poccun 28.112014 N 34971), npukazom MunTpya
Poccun ot 05.10.2015 N 6881 ” OO0 yrBepxaeHuu mnpodeccuoHanbHOro craHgapra ~CHenuanucTt 1o
TEXHUYECKOH MoaJepkKe HH(POPMAIIMOHHO-KOMMYHHMKAIIMOHHBIX cucTeM  (3aperucTpupoBaHo B MuHocTe
Poccun 22.10.2015 N 39412), nmpukazom Muntpyna Poccun ot 05.10.2015 N 684n ”OO0 yTBepkACHUN
npodeccuoHanbHoro crapaapra ~CHCTEMHBIH aJMHHUCTPATOpP HHGPOPMALMOHHO-KOMMYHUKAIIMOHHBIX
cucteM* (3apeructpupoBano B Muntocte Poccun 19.10.2015 N 39361)

CrpemutensHoe pa3Butue IT-TexHonoruii TpeGyeT OOHOBIEHUS COAEp)KaHUS MPO(ecCHOHATBHBIX
MPOTPaMM B CBSI3HM C U3MEHEHUSIMHU MOTPEOHOCTEH JIMYHOCTH, OOIIECTBAa M TOCYAAPCTBA B JOMOTHUTEIHHOM
obpa3zoBanuu. BenenctBue dero gopMupyercst COlManbHbI 3aKa3 B CUCTEME IMOBBILICHUS KBaJTU(UKALMH
WH)KEHEPOB, BBIPAXKAIOIIUICSI B TPEOOBAHMSAX K IMOBBIIICHUIO NPOPECCHOHATHHONH KOMIIETEHTHOCTH
CreManucTa, paboTaronero B cpepe HHPOKOMMYHHUKALUHA.

Llenp MOMOMHUTENBHOW TPOGECCHOHATBLHON MPOTpaMMBbl TOBBIMIEHUS KBanupukanuun «OCHOBBI
ceTeBbIX TexHonoruid. Yacts 1 (v.1.2)» - obecneunTs ciaymareneid HEOOXOJUMbIMU 3HAaHUSIMH U HaBbIKAMU
JUIS TIOCTPOEHUS, HAaCTPOMKU M o0cykuBaHus [P-ceTeil Manoro u cpegHero pa3mMepos, BKIIOYasi OCHOBHbIE
BOIMPOCHI ceTeBoi OezomacHocTu. B mporpamme noapoOHO pa300paHbl TaKMe TEMbI KaK: OOLIME MPUHIUIIBI
paboThl ceTel, B3aMMOJAECUCTBUE YCTPOICTB B OJTHOM M pa3IMYHbIX JIOKAIbHBIX ceTsax. Kakue cymecTByroT
BUIBI afpecannu B ceTsax. Monens OSI u B3auMoneicTBre ypoBHEH MOAEIN MeXIy co0O0i U MPOTOKOJIOB B
IpolLeccax nepeiadu JaHHbIX.

Jlnis peanu3anuu meau nporpaMmbl HEOOXOIUMO PELIMTh KOMILJIEKC 3a/1a4:

* cnocoOCTBOBATH BHEJIPEHUIO B YUEOHBIH MPOLIECC COBPEMEHHBIX 3(PPEKTUBHBIX METOIUK POBEICHUS
1a00paTOpHBIX paboT, KOTOPBIE TO3BOJISAIOT BBIMOIHATE CI0XKHbIE 33aHUs HA Pa3IMYHbIX TOIOJIOTUAX

CeTH;

e oOecrnieuuTh 0OLIee NOHUMaHKE CIIyIIaTeNsIMu nepcrnekTuB pa3sutus UT-orpaciu.
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2. TpeGoBaHus K pe3yabTaraM 00y4eHU s

[Tporpamma HampaBiieHa Ha IPUOOPETEHHE CITyMIATEIIMH 3HAHHA, YMEHHUI W HABBIKOB, HEOOXOTUMBIX
ISl KAYECTBEHHOTO M3MEHEHUS MPO(EeCCHOHANTBHBIX KOMIIETCHIIUN B paMKaX UMEIOIIEHCS KBATN(DUKAITUH.
Bun npodeCCHOHATLHON NeSITeTTbHOCTH: AJIMHHHCTPUPOBaHUE WH(POPMAIIMOHHO
KOMMYHHUKAIIHOHHBIX (MHPOKOMMYHHUKAIIHOHHBIX) CHCTEM.
B pesynbrate ocBoeHUs1 y4eOHOW JOTIOIHUTEIBHOM MPOGECCHOHATLHON MPOTrPaMMBbI TTOBBITIICHUS
kBasnukarnu «OCHOBBI ceTeBbIX TexHomorui. Yacte 1 (v.1.2)» coymaTenb JOKeH:
yMeTh:
® PACCUYMTHIBATDH AJAPECHOE NMPOCTPAHCTBO JIOKAIBHBIX CETEH;
® [IpPOCMaTPHUBATh CETEBOH Tpaduk ¢ moMomIsio mporpamMmmel Wireshark;
® [IPOU3BOJIUTH NMPABIIFHOE OKOHEUNBAHUE KaOEIIs «BHUTAs TIapay;
® OpPHUCHTHUPOBATHCS B TEXHUYECKOH IOKYMEHTAIINH;

® AIMUHUCTPUPOBATH KOMIIBIOTEPHYIO C€Th Ha 0a30BOM YpPOBHE.

3HATh:
OCHOBEI ceTeBbIX TexHojorui: moaean OSI, TCP/IP;
OCHOBBI pabOThI IPOTOKOJIOB IPV4, IPV6;

® KOHIIEMIIUIO MIOCTPOCHHS KOMITBIOTEPHBIX CETEH.

BJIaJeTh:
* [OHMMaHWEM BHYTpeHHel paboTsl mporokonaoB DNS, DHCP u HTTP;

® [IOHMMaHUEM IPHUHITUIIOB aJPECallUd B KOMIIBIOTEPHBIX CETAX;
® [OHMMaHHEM MPUHIIUIA [TepeIayyl TaHHbIX IO CETH;
® HaBBIKOM aHallM3a CeTeBOro Tpaduka ¢ moMolbio nporpammsl Wireshark.

HopmaruHas Tpy108MKOCTh 00yueHHsI [0 JaHHOM mporpamme coctapiiseT 40 akaleMUYECKUX YacoB
(1 ak. gac - 45 MUHYT), BKJIFOUAET BCE BUBI &y TMTOPHOIN PabOTHI CITyIIaTessi, BpeMs, OTBOAMMOE Ha KOHTPOJIb
Ka4yecTBa OCBOCHHMS CIIyIlIaTesIeM POrPaMMBbl.

OOyueHne 1Mo MporpaMMe 3aBepIaeTCss UTOTOBOM aTTecTamuel cirymarenein. @opmoli arrectaruu
ABJIsETCS (PUHAIBHBIN TECT.

JIunam, ycrienHo 0OCBOMBIINM JaHHYIO IPOrpaMMy U MPOILIEIINM UTOTOBYIO aTTECTALIMIO, BBIJAIOTCS
JOKYMEHTBI 0 KBAJIM(UKALIUK: YAOCTOBEPEHUE O MOBBIIIEHUN KBaTH(PUKALINK.

Jlunjam, HE OCBOMBIIMM JAHHYIO IPOrpaMMy M HE HPOIIECIIIMM HUTOTOBYIO aTTECTALMIO, BbIIAETCS
CIpaBKa O MPOCIYIIUBAaHUU Kypca 110 JaHHON MporpaMMe.
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3. Coaepxanue NporpaMmmbl

Y4eOnblii mu1aH
IIPOrPaMMbI MTOBBIILIEHUS KBAIU(UKALIUN
«OcHOBBI ceTeBbIX TexHosorui. Yacts 1 (v.1.2)»

VY4eOHBI TUIaH JOTMOJHHUTEIBHON MpodeCcCHOHATBHOM TPOrpaMMbl TOBBIIMICHUS KBaJU(DUKAIIUN
«OcHOBBI ceTeBbIX TexHosoruil. Yacts 1 (v.1.2)» mpeaHasHayeH A CIEAYIOMINX KaTEropuid CiylaTesnei:
WH)KEHEPHI COMPOBOXKICHHUS U TEXHUYECKON TTOJIEPIKKH, CIICIIHATICTHI TEXHUIECKUX U MH)KEHEPHBIX CITYXO,
CHCTEMHBIC aIMHHHUCTPATOPHI, a TaKKe JIMIA, UMEIoIIUE cpelnHee MpodeccHoHalbHOe M (MJIM) BhICIIEE
oOpazoBanwue, TUOO JUII, TIOTYYAIINX cpeaHee mpodeccuoHaabHOe U (MIH) BRICIIIEe 00pa3oBaHUE.

Cpok 00yuenust —40 yacos.

®dopma 00yueHust — ouHas hopma oOydeHUs (C OTPBIBOM OT PabOTHI).

(c ompwisom om pabomuvl, 6e3 ompwvlea om pabomsl u m.o.)

Ne HaunmenoBanmue pa3jiesioB Bcero, B Tom uncie:
JacoB Teopusi IIpakTuyeckue/
(mexkuumn) JabopaTropHbie padoThl
1. | BBeneHue B KOMIBIOTEPHBIE CETH. 2 2 -
VYcerpoiicta, 10 u cpena nepenaun 4 2 2
JTAHHBIX.
3. |IIpoTokosbl U MOAETH. 4 2 2
4. | Agpecanysi B MHOTOYPOBHEBOM MOJIENH. 3 2 1
5. |IP-agpeca. 4 2 2
6. | Pazbuenue IP-cereii Ha moaceTH. 5 2 3
7. | YpOBEHb IPUIIOKEHUM. 4 2 2
8. | TpaHCHIOPTHBIN ypOBEHb. 3 2 1
9. |CeteBoli ypOBEHb. 2 2 -
10. | KananbHbIi1 ypOBEHb. 2 2 -
11. | ®usnyeckuii ypoBeHb. 3 2 1
12. | XapakTepuCTUKN KOMIIBIOTEPHBIX CETEH. 2 2 -
Hrorosas arrecranus 2
Hroro: 40 24 14
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w? ELTEX
Y4yeOHO-TEMATHYECKHI IJIAH
IIPOTPaMMBbI ITOBBIIICHHS KBATH(UKAITAN
«OcHOBBI ceTeBbIX TexHonoruit. Yacts 1 (v.1.2)»
B ToM umciie:
No HaunmeHnoBanue pa3aejioB ¥ TeM Bceero, | Teopus | Mpakruueckue/
YaC0B | jekium | JIaGopaTopHbIE
padoThbI

1. |BBeneHue B KOMNbIOTEPHBIE CETH. 2 2 -
1.1. |Onpenenenrie KOMIbIOTEPHOU CETH.

1.2. |OcHOBHBIE 3JIEMEHTBI KOMIIBIOTEPHBIX CETEH.

1.3. |Pa3Butue cereBbIX TeXHONOTHI U IHTepHETA.

1.4. | Tunsl cereit.

1.5. |IIpumeHeHHEe KOMIIbIOTEPHBIX CETEH.

2. |YcrpoiicTBa, I1O 1 cpena nepexaym JaHHBIX. 4 2 2
2.1. |CrangapTsl.
2.2. |YcrpolicTBa.
2.3. |CereBas cpena.
2.4. |llpencraBieHust CETH.
2.5. |CrocoObl MOAKITIOYCHUS K CETH.

3. | IIpoTokoJibl 1 MOIEIH. 4 2 2
3.1. |OOMEH TaHHBIMHU.
3.2. |CeTteBble MOOCIIH.

4. |Anpecanusi B MHOTOYPOBHEBOM MO/Ie/H. 3 2 1
4.1. |Cucremsl CUUCIICHHUS.
4.2. | Anpeca kanansHOTO YpoBHS (MAC-aapeca).
4.3. |IIporokon ARP.
4.4. |OOMeH TaHHBIMHU BHYTPH OJHOMW CETH.

5. |IP-agpeca. 4 2 2
5.1. |Anpeca IPv4.
5.2. |Anpeca IPv6.

6. |Paszouenue IP-cereii Ha moaceTH. 5 2 3
6.1. |HeoOX0auMOCTh CerMEHTAIlUU CETH.
6.2. |Macku nepemennoi aiaunbel (VLSM).
6.3. |Pazbuenue [Pv6-cetn Ha moaceTu.
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w ELTEX
7. | YpoBeHb NPUIOKEHHI. 2 2
7.1. | YpoBeHb NPUIOKEHUN, YPOBEHD MPECTABICHUS,
CEaHCOBBIN YPOBEHb.
7.2. | YpoBeHb IPEJCTaBICHUS U CEAHCOBBIN YPOBEHb.
7.3. |Cnyx6a nomennbix umeH (DNS).
7.4. | IIpOTOKOJIBI TUIIEPTEKCTA U MIOYTOBBIE IPOTOKOJIBI.
7.5. | B3aumopnencTBrE MPOTOKOJIOB YPOBHS PHUIIOKEHUH C
MPUJIOKEHUSMHU KOHEUHBIX M10JIb30BaTEIEH.
7.6. |IIpoToKOa TUHAMUYECKOH KOH(UTYPALIUU CETEBOTO y3IIa
(DHCPv4).
7.7. |Ilporokon nepenauu daiinos (FTP).
7.8. |TIpoTokos oOMeHa O6J10KaMH CepBEPHBIX COOOIIEHUI
(SMB).
7.9. |IIpoTOKOI CETEBOrO BPEMEHH.
8. | TpaHcnopTHBI YPOBeHb. 2 1
8.1. |IIpoTOKOJIBI TPAHCTIOPTHOTO YPOBHSI.
8.2. |3HaueHue U PYHKUUHU TPAHCIIOPTHOTO YPOBHSI.
8.3. | Anpecanusi TPaHCIIOPTHOTO YPOBHS.
8.4. |IIpotoxon TCP.
8.5. |IIpotoxon UDP.
9. |CereBoii YPOBEHb. 2 -
9.1. |®yHKIMH CETEBOTO YPOBHSI.
9.2. |IIpOTOKOJIBI CETEBOr0 YPOBHS U UX CBOMCTRBA.
9.3. |IIporokon IPv4.
9.4. |IIporokon IPv6.
9.5. |CereBoii ypoBeHb B IIpolLiecce Mepeaadn JaHHbIX.
10. |KanajabHBIH yPOBEHb. 2 -
10.1. | DyHKIIMU KaHAJIBHOTO YPOBHSI.
10.2. | JocTyn Kk cpene nepenayn JaHHbIX.
10.3. |Kagp xaHana nepegayu JaHHbBIX.
10.4. |Kangp Ethernet 802.3.
10.5. | Kagp Point-to-Point (PPP).
10.6. | bectipoBonHo# kamp 802.11.
10.7. | @opmaThl KaapoB IJis Pa3IMYHBIX Cpe]] Mepeaayu.
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10.8. |IIpotoxoin Ethernet.

10.9. | CrangapThl KaHAJILHOTO YPOBHSL.

11. |Pusnyeckuii ypoBeHb. 3 2 1

11.1. |Ha3HaueHue U OCHOBHBIC (DYHKITUH (PU3HUECKOTO YPOBHSI.

11.2. | ®usnyeckne pazbeMsl A OAKIIOUEHUS YCTPOWCTB U
CETEBbIE IUIATHI.

11.3. | CrangapTsl (pU3MUECKOr0 yPOBHSI.

11.4. | Menusle xadenu.

11.5. |OITOBOJIOKOHHBIE KAOEIH.

11.6. |TlocTpoeHunEe KaOEIBHBIX CETEH.

11.7. | bectipoBoiHas cpeja nepeayu JaHHbBIX.

12. | XapakTepuCcTHKM KOMIbIOTEPHBIX CeTeH. 2 2 -

12.1. |TIpomyckHas ciocOOHOCTb.

12.2.  IIpon3BOAUTEIBLHOCTD CETH.

12.3. |HapexHOCTh U AOCTYITHOCTb.

12.4. | MacmtabupyemMocTb.

12.5. |be3omacHOCTh CETH.

12.6. |CTOUMOCTD.

HTorosas arrecrtanus 2 — -
Hroro: 40 24 14

3ansaTusa npoBoaarcs 1 yuyeOHy0 Helemnto S pa3 B Helelmo 1Mo 8 akageMUYecKrX 4acoB Uiu 2
ydeOHbIe Heqenu 4 pa3a B HeJIeIIO 10 5 akaJleMUYeCKUX YacoB.

VYyeOHast Hellensl He MPUBs3aHa K Ha4aly WM OKOHYAHUIO y4eOHOTO M KAJICHJAPHOTO ToJa.
dopMHUpOBaHHE TPYIIBI CIYIIATENICH MPOUCXOIUT B TEUCHHUE BCErO KAJICHAAPHOIO ro/ia.
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YyeOHast nporpaMma noBbiieHus Kpajanpukannu «OCHOBBI CeTEBbIX TEXHOJIOTH.

Yacrp 1 (v.1.2)»

HaumenoBanue Onucanue Bpems
Tema: 1. BBeneHue B KOMNbIOTEPHbIE CETH. 2 yaca
Onucanue: 1.1. Onpenenenne KOMIbIOTEPHOU CETH. 2 yaca

1.2. OCHOBHBIE AJIEMEHTBl KOMIIBIOTEPHBIX CETEH.
1.3. Pa3BuTue cereBbIx TexHoaoruil u MHTEpHETA.
1.4. Tunsl ceTei.
1.4.1. Cetun pa3auuHBIX MAacIITa0OB IO TEPPUTOPHATIEHOMY
PacroI0KEHUIO.
1.4.2. CeTu pa3nuuHble IO APXUTEKTYPE.
1.5. [IlpumeHeHne KOMITbIOTEPHBIX CETEH.
JlabopaTopHasi: |—
Bomnpochki: 1. Uto Takoe KOMITbIOTEpHAs CETh?
2. B xakom rony BnepBbie Obu1 omyOnnkoBaH mpotokon Ethernet?

HaumenoBanue Onucanue Bpems
Tema: 2. YcrpoiicTBa, I1O 1 cpena nepexaym JaHHbIX. 4 yaca
Onucanue: 2.1. CrannapTsl. 2 yaca

2.1.1. Opranuzanuu no cTaHgapTU3aLUU.
2.1.2. lpyrue opranusanuy.
2.2. YcrpolicTsa.
2.2.1. OxoHEYHBIEC YCTPOUCTBA.
2.2.2. CereBble (ITPOMEKYTOUHBIE) yCTPOUCTBA.
2.3. CereBas cpena.
2.4. IlpencraBiaeHust CETH.
2.4.1. Cxembl TOMOJIOTHIA.
2.4.2. Tonosioruu JIOKaJIbHOM CETH.
2.4.3. Tonosioruu rio6aaIbHOMN CETH.
2.4.4. ®duznyeckas ¥ JTOTUYECKAs TOMOJIOTUS «TOYKA-TOUKAY.
2.4.5. KonbleBas TONOJIOTHS.
2.5. Crioco0bI NOAKIIFOYEHUS K CETH.
2.5.1. Texnonoruu aocryna B UHTepHET.
2.5.2. llonkmroueHue yaalleHHBIX ToJb30BaTenel k UHTepHery.
JlagopaTopuas: |2.1. O630p opraHu3anmii Mo CTaHIAPTU3ALNH. 2 Jaca
2.2. Komangnas crpoka OC Ubuntu u Windows.
Bonpoceti: 1. Kakue ycTpoiicTBa MOTYT SBJISITHCS OKOHEUHBIMU?
2. Kakue ycTpoicTBa MOTYT SIBJISITHCS IPOMEXKYTOUYHBIMU?
3. Kakue cymiecTByIOT criocoObl moakiroueHus k IurepHery?
HaumenoBanue Onucanue Bpems
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Tema:

3. IIpoTOKO0JIBI U MOEJIN.

4 yaca

Onucanmue:

3.1. OOMeH TaHHBIMH.

3.1.1. YcranoBneHnue npaBui oOMeHa JaHHBIMH.

3.1.2. KonupoBanue COOOIICHUSI.

3.1.3. ®opmaTtupoBaHne COOOIIECHUS.

3.1.4. Pa3mep cooOrieHus.

3.1.5. Bpemennsie mapaMeTpsl COOOIIECHHUS.

3.1.6. CriocoOBbI pacChUIKH COOOIICHHS.

3.1.7. CermeHnTanus ¥ MyJIbTUILJIEKCUPOBAHHUE.
3.2. CereBble MOJCIIH.

3.2.1. HaGopbl mpOTOKOJIOB.

3.2.2. MuoroypoHeBas mozenb OSI.

3.2.3. Crex TCP/IP.

3.2.4. Cpasuenne moaeneit OSI u TCP/IP.

2 gaca

JlaGoparopHas:

3.1. Ilouck u n3y4eHue npoOTOKOJIOB.
3.2. Pabota ¢ Wireshark.

2 yaca

Bomnpochki:

1. Kakue cymiecTByIOT CrtOCOOBI pacChUTKH COOOIIEHUH?
2. Kakoe koianuecTBo ypoBHel B Mozenu OSI?
3. Kakoe xonuuaectBo ypoBaeit B monenu TCP/IP?

HaunmMmenoBanue

Onucanue

Bpems

Tema:

4. Anpecanusi B MHOTOyPOBHEBOM MO/ eJIN.

3 gaca

Onucanmue:

4.1. Cuctembl CYUCIICHHUS.
4.1.1. JIBonuHast cucTeMa CUYMCIICHUS.
4.1.2. lllecTHaanaTepuyuHas CUCTEMA CUUCICHUSI.
4.2. Anpeca kananpHoro ypoHusa (MAC-anpeca).
4.2.1. OgnoanpecHeiiit MAC-anpec.
4.2.2. I'pynnoBoit MAC-anpec.
4.2.3. upokosenarensueiii MAC-anpec.
4.3. IIporokon ARP.
4.3.1. ARP-3anpoc u ARP-otBer.
4.3.2. Tabnauma ARP-cooTBeTCTBHIA.
4.4. OOMeH NaHHBIMU BHYTPH OJHON CETH.

2 yaca

JlabopaTopHas:

4.1. Onpenenenue MAC-anpeca B OC Ubuntu u Windows.

1 yac

Bonpocsr:

1. CKOJIBKO 3HaY€HUH MOXKET MPUHUMATh Pas3psii YUCIIa B ABOMYHOMN

CHUCTEME CUUCIICHUA?
2. U3 xakux yacteit coctout MAC-aapec?

HaumenoBanue

Onucanue

Bpems

Tema:

5. IP-agpeca.

4 yaca
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Onucanmne:

5.1. Anpeca IPv4.
5.1.1. Ctpykrypa [Pv4-aapecos.
5.1.2. Macka noncetu IPv4.
5.1.3. Jlnuna npedukca.

5.1.4. CerteBoii agpec, aapec y3i1a U IIMPOKOBEIIATEIbHBIN apec CeTH

1Pv4.
5.1.5. IlpaBuiia Ha3HAYEHUS Y3TOBBIX aJPECOB.
5.1.6. IToGuToBas onepanus «M».
5.1.7. IP-agpec o1HOAIPECHOU PACCHIIKH.
5.1.8. IP-agpec mupokoBenaTeIbHOW PACCHUIKH.
5.1.9. IP-agpec rpynmnoBoi pacChbUIKH.
5.1.10. lupoxoBeaTeNbHBIN JOMEH.
5.1.11. Tunst IP-anpecos.
5.1.12. [Pv4-anpeca crieliaibHOr0 Ha3HAYCHUSI.

5.1.13. IIpucBoeHue y311y CTaTUYECKOro U AMHAMU4eckoro [Pv4-

aapeca.
5.1.14. IlepBoHayanbHas KjaccoBasi aapecanms.
5.2. Anpeca IPv6.
5.2.1. Crpykrypa IPv6-agpecos.
5.2.2. Ilponyck HayaJIbHBIX HYJIEH.
5.2.3. [Ipomyck Bcex HYJIEBBIX OJIOKOB.
5.2.4. Tuns! IPv6-anpecos.
5.2.5. IPv6-nipeduxc.
5.2.6. UnnuBunyaneneie [Pv6-anpeca.
5.2.7. JIokanbpHBIE apeca KaHaa.
5.2.8. I'pynmioBsie IPv6-aapeca.

2 yaca

JlaGoparopHasn:

5.1. Monurtopusr snokaiasHoi cety B OC Ubuntu 1 Windows.

5.2. Pemenue mo oTnpaBke MakeToB (Jorudeckoe «»).

2 yaca

Bomnpochki:

1. Kakoe uncno 6ut otBeneHo Ha aapec [Pv4?
2. U3 xakux yacrei coctout [P-agpec?
3. Kakoe uncno 6ut otBeneHo Ha aapec [Pv6?

HaumenoBanue

Onucanue

Bpems

Tema:

6. Pa3zouenue IP-cereii Ha moaceru.

5 yacos

Onucanue:

6.1. HeoOXoauMOCTh CETMEHTAIIUH CCTH.
6.1.1. IIpuunHbl pa3dbueHUs CETH HA MOJICETH.
6.1.2. bazoBoe pa3OueHNe HA TTOJICETH.
6.1.3. ®opmynbl pa3ieseHus Ha MOACETH.
6.1.4. ba3zoBoe pa3zzaenenue Ha 4 oJICETH.
6.1.5. bazoBoe pazneneHue Ha 8 MoJIceTe.

6.1.6. bazoBoe paznenenue cetu ¢ mpedurcom /16 Ha 50 moaceTei.

6.1.7. Pa3buenne Ha OJICETH MO KOJIUYECTBY y3JIOB.
6.2. Macku nepemenHoi 1iuunsl (VLSM).
6.2.1. Macku nopcereii nepemennoi nnuasl (VLSM).

2 gaca
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6.3. Pa3zouenne [IPv6-ceTn Ha oaceTw.

6.3.1. Pa30ueHne Ha TIOJICETH C UCIIOJIb30BaHUEM UACHTU(HUKATOpA
MOJICETH.

6.3.2. Co3nganue [Pv6-nionceTeil ¢ ucnonb30BaHneM UaACHTU(UKATOPA
uHTepderica.

JlabopaTopHnas: |6.1. [leneHue cetu Ha OIIPEIEIIEHHOE KOJIMYECTBO CETEM. 3 yaca
6.2. JleneHue ceTy Ha ONPEICIICHHOE KOJIMYECTBO y3JI0B.
6.3. Jlenenue cetu 6a30BbIM 1 VLSM criocobamu.

Bonpocei: 1. [Touemy st cerMeHTaIlMU CETH JIYYIll€ UCTIOIb30BaTh MAPUIPYTHU3ATOP?
2. Haznauenue pa3oueHus ceteil Ha mojaceTu?

HaumenoBanue Onucanue Bpems

Tema: 7. YpoBeHb NPUJIOKEHU . 4 yaca

Onucanue: 7.1. YpoBeHb NPUIIOKEHNUH, YPOBEHD NIPEACTABICHUS, CEAHCOBBIM ypOBEHb. | 2 yaca
7.1.1. OcHOBHBIE MPOTOKOJIBI YPOBHS MPUIOKECHUH.
7.2. YpOBEHD MIPENCTABICHUS U CEAHCOBBIN YPOBEHb.
7.3. Cnyx06a nomeHHbix umeH (DNS).
7.3.1. ®opmar coobmenuit DNS.
7.3.2. CTpyKTypa JOMEHHOTO UMEHH.
7.3.3. Uepapxus u npuHiun padots DNS.
7.3.4. JloBepennsie u HenoBepenHbie DNS-cepepa.
7.4. IIpOTOKOJIBI TUIIEPTEKCTA ¥ TIOYTOBBIE MPOTOKOJIBI.
7.4.1. ITpotokosnst HTTP u HTTPS.
7.4.2. [Ipotokonst SMTP, POP u IMAP.
7.4.2.1. SMTP.
7.4.2.2. POP.
7.4.2.3. IMAP.
7.5. B3aumonencTBUe IPOTOKOJIOB YPOBHS IIPWIOKEHUH C IPUIIOKECHUAMU
KOHEYHBIX I0JIb30BaTENCH.
7.6. IlpoTokon AuHAMHUYECKO KoHpUrypamuu cereBoro yzina (DHCPv4).
7.6.1. Ilonyuenue [P-aapeca ot cepsepa DHCP.
7.6.2. Konduukt IP-agpecoB 1 METOIBI €T0 MperynpeKICHUS.
7.6.3. lIponnenue apenas! [P-anpeca.
7.6.4. Ananus pabots! mpotokona DHCP ¢ nomomipio Wireshark.
7.6.5. DHCP-petpancnsarop (DHCP relay).
7.7. lIporokoun niepenaqn daiinos (FTP).
7.8. IIpoTokon oOmMeHa O6JI0kaMu cepBepHBIX coobmenuii (SMB).
7.9. IIpOoTOKOJI CETEBOTO BPEMEHH.

JladopaTopunasi: |7.1. Komanna nslookup. 2 Jaca
7.2. N3yuenue nporokona DHCP.

Bomnpochki: 1. [Ipenqnaznauenue nporokonaa HTTP?
2. IIpenna3nauenue nporokoia DNS?
3. [Ipeanaznauenue mporokoaa DHCP?
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HaumenoBanue Onucanue Bpems

Tema: 8. TpaHcnopTHBI YPOBEHb. 3 gaca

Onucanue: 8.1. IIpoTOKOIBI TPAHCHOPTHOT'O YPOBHSI. 2 4aca
8.2. 3nauenue U GyHKIMU TPAHCTIOPTHOTO YPOBHSL.

&.2.1. Cermenranus TCP/UDP.

8.2.2. MynbTUIIIIEKCUPOBAHUE.
8.3. Anpecanusi TpaHCIIOPTHOTO YPOBHSI.

8.3.1. Anpecauus noproB TCP u UDP.

8.3.2. CoKeThl U MPUHIIUIT aJIpECalliHu.

8.3.3. I'pynnsl HOMEPOB MOPTOB.
8.4. IIpotoxon TCP.

8.4.1. ®ynkuuu nportokoina TCP.

8.4.2. 3aronoBok TCP-cermenra.

8.4.3. Ycranoska TCP-coenunenus.

8.4.4. Hanexxnocts TCP.

8.4.4.1. TloaTBepxaeHUE U pa3MeEpP OKHA.
8.4.4.2. Iloreps NaHHBIX U MMOBTOPHAS Mepeaaya.

8.4.5. 3aBepmienne TCP-ceanca.

8.4.6. Ycranosnenne TCP-coenrHeHrs U yIpaBIeHUE TOTOKOM.
8.5. Ilpotoxon UDP.

8.5.1. ®ynkuun UDP.

8.5.2. OcHoBHBIE XapakTepucTHku npoTtokoia UDP.

8.5.3. UDP-nararpaMmsi.

8.5.4. OcHOBHBIE TUIIBI IPUIIOKEHUH, KOTOPBIE UCTIOIB3YI0T UDP.

JlaGoparopnas: |8.1. Komanga Netstat. 1 gac

Bomnpocei: 1. Yto Takoe cermeHTanus’?
2. Yrto Takoe MyJIbTUILIEKCUpOBaHUE?
3. Kaxk Ha3siBaercs cBszka [P-agpeca u nopra?

HaumenoBanme Onucanue Bpems

Tema: 9. CeTeBoOii YpOBEHbD. 2 yaca

Onucanue: 9.1. ®yHKIIUU CETEBOTIO YPOBHSI. 2 yaca
9.2. IIpOTOKOJIBI CETEBOTO YPOBHS U UX CBOMCTBA.
9.2.1. [lepechuika 6€3 yCTaHOBIICHUS COEAMHEHUSI.
9.2.2. HerapantupoBaHHasl JOCTaBKa.
9.2.3. He3aBUCUMOCTb OT CpEBbI.
9.3. IIporokon IPv4.
9.3.1. Ilone TTL (Time To Live).
9.4. Ilporokomn IPv6.
9.4.1. Ilpotokon IPv6 u ero npenmyiectsa nepen [Pv4.
9.4.2. 3aronoBok nakera [Pv6.

000 «Mpeanpuarue «3JITEKC» Poccus, 630047, r. HoBocubupck yn. OkpyxHas, 29B

@ VHH 5410108110 [ KNMN 541001001 B academy.eltex-co.ru



dKaaeMU4d
=/ ELTEX

& +7 (383) 274-48-01 E, +7 (383) 274-48-02 [N info@academy.eltex-co.ru

9.5. CeteBoli ypoBEHb B IIPOILIECCE NTEpEIayn JaHHbIX.

JlabopaTopHasi: |—

Bomnpochi: 1. Kakoe Ha3BaHuEe MMEET OCHOBHOMW MPOTOKOJI CETEBOTO YPOBHS?
2. [Iporokon IP kakux Bepcuil HCMIONB3YETCS B HACTOSIIIEE BpEMs?

HaumenoBanue Onucanue Bpems
Tema: 10. KananbHbI ypOBEHb. 2 yaca
Onucanue: 10.1. ®yHKIMM KaHAJILHOTO YPOBHSIL. 2 yaca

10.1.1. ITogypoBHM KaHanpHOTO YpoBHA Moaenu OSI.
10.1.2. YmpaBneHue AOCTYNOM K Cpejie Iepeaun JaHHbIX.
10.1.3. [IpenpocraBiieHne JOCTyIA K Cpefe.
10.1.4. ®opmaTupoBaHue AAHHBIX JUIS [I€peIayn.
10.2. JocTyn k cpene nepenaun JaHHBIX.
10.2.1. [lonyayminekcHas ¥ MOJTHOAYIUIEKCHAs Mepeaaya JaHHbIX.
10.2.2. KoHTpOJIHUpyeMbIid JOCTYII.
10.2.3. Komuusuu u MeTo/1bl paboThl C HUMH.
10.3. Kaap kaHana nepenayuv JaHHbBIX.
10.3.1. O6o0mennHast ctpykrypa popmara kaapa.
10.3.2. Anpecanysi KaHaJIbHOTO YPOBHS.
10.3.3. KonueBuk kajpa.
10.4. Kaap Ethernet 802.3.
10.5. Kamp Point-to-Point (PPP).
10.6. becipoBoanoit kagp 802.11.
10.6.1. ITone ynpasnenus kagpom To DS — ot ycTpoiicTBa k cucteme
pacrpeeseHusl.
10.6.2. ITone ynpasnenus kaapom From DS — ot cucrembr
pacmpesiesieHus: K yCTPOMCTBY.
10.6.3. ITone ynpasnenus kagpom To DS, From DS — 6ecnipoBoHO#M
MOCT.
10.7. ®opmaTel KaApOB YIS pa3IMUHBIX Cpel epeIadn.
10.8. IIpotoxoun Ethernet.
10.9. CrangapThl KaHAJILHOTO YPOBHSI.

JlaGoparopHasi: |—

Bonpochr: 1. Ha xakue nmongypoBHU pa3/ieieH KaHaJIbHbIN YPOBEHb?
2. Kakue npoTokosbsl paboTaloT Ha KaHATbHOM U (PU3NYECKOM YPOBHSX?

HaumenoBanue Onucanue Bpems
Tema: 11. ®u3nyeckuii ypoBeHb. 3 yaca
Onucanue: 11.1. Ha3nauenue u ocHOBHbIE (YHKIIMU (PU3NUECKOTO YPOBHS. 2 yaca

11.2. ®usnveckne pazpeMsbl IS MOAKIOYEHUS YCTPONCTB U CETEBBIE
IIaThI.

11.3. Crangapthl pU3NUYECKOTO YPOBHSI.
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11.4. Menusie kabeinu.
11.4.1. Ilpeumy1iecTBa 1 HEAOCTATKA MEIHBIX KaOeew.
11.4.2. KabGenu Tuna «BuTas mapay.
11.4.3. KoakcuanbHblii KaOenb.
11.5. OnTOBOJOKOHHBIE KabemH.
11.6. ITocTpoenue kaGenbHBIX CeTEH.
11.6.1. Ocobennoctu npoxiaaku kadeneit Tuna UTP.
11.6.2. OcobeHHOCTH MPOKJIAIKHA ONITOBOJIOKOHHBIX Kabemnei.
11.6.3. Texauka 6€30MaCHOCTH MPHU MPOKIAJAKE KaOETbHBIX CETEH.
11.7. BectipoBojiHas cpea nepenayu JaHHbIX.
11.7.1. OcobenHocTn GECIIPOBOIHOM TIEpeIaun JaHHBIX.
11.7.2. Crannaptsl 6€CTIPOBOIHBIX JIOKAJIBHBIX CETEH.
11.7.3. becnipoBOIHOW MIUPOKOIIOIOCHBIN JOCTYII.
JlaGopatopuas: |11.1. OxkoneunBanue kabens «BUTas apay. 1 yac
Bomnpochki: 1. Kakoe ycTpoiicTBO HEOOX0AUMO TSI TIOKITFOUCHUSI KOMIIBIOTEpa B CETh?
2. Kakoe HazHaueHHe s MPSIMOTO M MEPEKPECTHOTO THIA Kabest?

HaumenoBanue Onucanue Bpems
Tema: 12. XapakTepHCTHKH KOMIIbIOTEPHBIX CeTeil. 2 yaca
Onucanue: 12.1. IIpomyckHast ciocOOHOCTb. 2 Jaca

12.2. ITpon3BOAUTENBHOCTD CETH.
12.3. Haie’xHOCTh M TOCTYITHOCTb.
12.4. MacmtabupyemMocTh.
12.5. be3onmacHOCTh CETH.
12.5.1. Yrpo3sl 6e30MacHOCTH.
12.5.2. Pemenus o odecrieueHnto 0€30MacHOCTH.
12.6. CToumMOCTb.
JlabopaTopHasi: | —
Bomnpochki: 1. Kakue xapakTepuCTHKH JOKATBHBIX CETEH OBLIIN paCCMOTPEHBI B ri1aBe?
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4. MaTepuajibHO-TeXHUYECKHE YCJIOBHSA Peau3aluy NporpaMmbl

HanmMeHoBaHMe crienuaJIN3MPOBAHHBIX
ayIMTOPHUii, KAOMHETOB, JadopaTopuii

Bua zansarui

HaumeHoBaHue 000py10BaHUSA U
NMPOrpaMMHOI0 o0ecrneyeHust

1 2 3
Jlexuum, Kommnbsrorepsl, MyIbTUMEAUINHBIN
Aynutopus: 4238, 500, 501 1a00paToOpHbIE | MPOEKTOP, FKPaH, TOCKA, IUIAHIIET IS
u PHUCOBaHHUS.
MIpaKTUYECKHE
3aHSITHS
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5. YueOHO-MeTOAMYECKOE OOecniedeHne MPOrpaMMbl

OcHOBHbIE HCTOYHHKH JIUTEPATYPHI:
1. Request for Comments («RFC) — cepusi myOiuKanuy OCHOBHBIX MEXKIYHApOIHBIX OPraHOB IO
TEXHUYECKOH pa3pabOTKe U YCTAHOBJICHUIO CTaHIapTOB st IHTepHeTa.
2. «RFC 768 User Datagram Protocol», 1980- 3 c. Ccpka: https://www.rfc-editor.org/rfc/rfc768.txt
3. «RFC 791 Internet Protocol», 1981 - 45 c¢. Ccpuika: https://www.rfc-editor.org/rfc/rfc791.txt
4. «RFC 792 Internet Control Message Protocol», 1981, - 21 c¢. Ccbhuika: https://www.rfc-
editor.org/rfc/rfc792.txt

5. «RFC 793 Transmission Control Protocol», 1981. - 85 c¢. Cceuka: https://www.rfc-
editor.org/rfc/rfc793.txt
6. «(RFC 826 Adress Resolution Protocoly, 1982. - 10 c¢. Ccbuika: https://www.rfc-

editor.org/rfc/rfc826.txt

7. «RFC 1071 Computing the Internet Checksum», 1988 - 24 c. Ccpuika: https://www.rfc-
editor.org/rfc/rfc1071.txt

8. «RFC 1180 A TCP/IP Tutorial», 1991. - 28 c. Ccpuika: https://www.rfc-editor.org/rfc/rfc1180.txt

9. «RFC 1517 Applicability Statement for the Implementation of Classless Inter-Domain Routing
(CIDR)», 1993. - 4 c. Ccbuika: https://www.rfc-editor.org/rfc/rfc1517.txt

10. «(RFC 1661 The Point-to-Point Protocol (PPP)», 1994. - 52 c¢. Ccobuika: https://www.rfc-
editor.org/rfc/rfc1661 .txt

11. «RFC 1812 Requirements for IP Version 4 Routersy, 1995.- 14 c. Ccpuika: https://www.rfc-
editor.org/rfc/rfc1812.txt

12. «RFC 1918 Address Allocation for Private Internets», 1996 — 9 c¢. Ccoaka: https:/www.rfc-
editor.org/rfc/rfc1918.txt

13. «RFC 2827 Network Ingress Filtering: Defeating Denial of Service Attacks which employ IP Source
Address Spoofing», 2000. - 10 c. Ccpuika: https://www.rfc-editor.org/rfc/rfc2827.txt

14. «RFC 3514 The Security Flag in the IPv4 Header», 2003. - 6 c. Ccwuika: https://www.rfc-
editor.org/rfc/rfc3514.txt

15. «RFC 3704 Network Ingress Filtering: Defeating Denial of Service Attacks which employ IP Source
Address Spoofing», 2004. - 16 c. Ccbuika: https://www.rfc-editor.org/rfc/rfc3704.txt

16. «RFC 4033 Security DNS», 2005. - 21 c. Ccpuika: https://www.rfc-editor.org/rfc/rfc4033.txt

17. «RFC 6840 Security DNS», 2013. - 21 c. Ccpuika: https://www.rfc-editor.org/rfc/rfc6840.txt

18. «RFC 4020 Early IANA Allocation of Standards Track Code Points», 2005. - 7 c¢. Ccpuika:
https://www.rfc-editor.org/rfc/rfc4020.txt

19. «RFC 4027 Domain Name System Media Types», 2005. - 6 c. Ccouika: https://www.rfc-
editor.org/rfc/rfc4027.txt

20. «RFC 1059 Network Time Protocol version 1», 1988. - 58 c¢. Ccouika: https:// www.rfc-
editor.org/rfc/rfc1059.txt

21. «RFC 1119 Network Time Protocol version 2», 1989. - 1 c¢. Ccpuika: https:// www.rfc-
editor.org/rfc/rfe1119.txt

22. «RFC 1305 Network Time Protocol version 3», 1992. - 96 c¢. Ccouika: https:// www.rfc-
editor.org/rfc/rfc1305.txt

23. «RFC 2131 Dynamic Host Configuration Protocol», 1997. - 45 c. Ccpuika: https://www.rfc-
editor.org/rfc/rfc2131.txt

24. «RFC 2540 Detached Domain Name System (DNS) Information», 1999. - 6 c¢. Ccpuika:
https://www.rfc-editor.org/rfc/rfc2540.txt
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25. «RFC 2556 OSI connectionless transport services on top of UDP Applicability Statement for Historic
Statusy», 1999. - 4 c. Ccpuika: https:// www.rfc-editor.org/rfc/rfc2556.txt

26. «(RFC 2577 FTP Security Considerations», 1999. - 8 «c¢. Ccpuika: https://www.rfc-
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6. Ouenka KauecTBa OCBOEHHS MPOTPaAMMBbI

OreHKa KauyecTBa OCBOSHHS MPOTPAMMBI OCYIIECTBIISIETCS B BHJIE TECTOBBIX 3aJ[aHUN 110 OCHOBHBIM
Borpocam. OTBeTuBIINE HA 75 U O0J€e MPOLIEHTOB MOJIYYaloT 3aUéT.
[TpuMepbl BOMPOCOB TECTOBOTO 33 aHUS:

6.1. Ilpumepsnl BONPOCOB, BBIHOCHMbIX HA HTOTOBYI0 ATTECTALIUIO:

1. Kakoii Obuta epBoHavaibHas 11e)1b co3nanus MaTepHera?

2. Kaxkoi Tum kabenst He0OX0IUMO HCIIOIB30BATh JUIsl COSAMHECHUS KOMITBIOTEPA ¢ KOMMYTAaTOpOM?

3. Jns xakux JIBYX BapuUaHTOB MOAKIIOYeHHS K MHTepHeTy He TpeOyercs MoaBoAKa (U3MUYECKUX
kaOeneil K 31aHUI0?

4. Kaxkue npOoTOKOIIBI ABISIOTCS IPOTOKOIaMu ypoBHs npuioxeHuit TCP/IP?

5. Ilpm kakoMm THIE TIepeadd JNAaHHBIX OyIET OTIPABICHO COOOIICHHE HAa HECKOJBKO YCTPOWCTB B
JIOKaJbHOM ceTn?

6. CKOJBKO YHUKAJbHBIX 3HAUEHUH MOXKET MPUHUMATh IBOMYHAs nudpa?

7. Kakoil azpec UCIOJIb3Y€eTCsl B 3ar0JIOBKE MMAKETA IIPU €ro OTIpPaBKe?

8. Vkaxure MAC-anpec Ha3HauUEHUS, KOTOPBIN HCIOIb3YETCS TP IPYIIIOBON pacCchbuIKe?

9. Kaxkoe o01uree ynciio KoMOMHAIIMA BOCBMH OUT B 8-OMTOBOM JIBOMYHOM 4HCIIE?

10. Cxonbko 6uT B 3anucu aapeca [Pv6?

11. Kakoii knacc IPv4 obecrieunBaeT MakCHMaIbHOE KOJIMYECTBO aJIPECOB y3JI0B B pacueTe Ha OJTHY CETh?

12. B xakux BeIMYMHAX MOKET U3MEPATHCS MPOIYCKHAS CITIOCOOHOCTH?

13. HazoBute Tpu XapaKTEpUCTUKHU TPYIIOBOM paCCHUIKU?

14. Kakue tpu IP-agpeca momanyt B 610k cetn 198.18.4.0/227

15. Kakoii Tun cepBepa quHamMudecku npucBauBaet [P-agpec y3my?

16. Kakoii Tun cepsepa ucnoisibzyetr SMTP?

17. Kakoi mpoTOKOJI CITY>KUT TSl TOCTyTa K BeO-calTy KOMIaHuu IATeKc?

18. Kakoit Homep nopra ucnosnn3yercst FTP?

19. Kakas undopmarus coaepxutcs B [P-3aronoske ?
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7. CocTaBUTEIH NPOrPaAaMMBbI

Jlsist IpoBeIeHUSI 3aHATHI 110 IPOrpaMMe MPUBJIEKAIOTCS MPenoaBaTeu, UMeroIue 00IbIIoHN
ONBIT METOAMYECKOM NEATEIBHOCTH M CEPTHU(PHULMPOBAHHBIE MPENOJABATENIN C MPAKTHYECKUM
omnbIToM pabotsl B IT-orpacnu.

CocraBuTenu nporpamMmmsl:

1. UYepenanoB CranucnaB BaaaumupoBuy

2. KonoanoB AnToH CepreeBny

3. Kocunos Anexkcanap CepreeBud
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